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Introduction

Maildrop is being used for filtering purposes and automated delivery in the appropriate directories. To
guarantee a smooth operation with SysCP there must be a small change of code in Maildrop.

Even though the man page of maildrop is quite informative, there might be a misunderstanding when it
comes to connection with MySQL. The Author likesto give a brief explanation thereof:

The user-dataiis stored in aMySQL -Database. maildrop fetches these data (homedir and maildir) out of
the database, however, before the execution takes place(in delivery-mode, Option -d), all data that was
taken from MySQL (homedir, maildir, etc.) will be deleted and replaced with default values.

On that point the question might raise what is going on here: We have a MySQL -Database where all
data of the mailaccount are present, but maildrop simply refuse to use them? Does that make sense? A
definite answer is not possible. It could be happening that some of the environment-variables are de-
clared wrong, and therefore cause errors or (worse) could be used to manipulate the entire system. But
this can only happen if data are retrieved not from the database but from those environment-variables.

Thinking that over we might come to this conclusion: We only verify, if all datawere taken correctly
from the database. If data were not completely fetched error free then default values must be used. If all
data were fetched they can be used, since manipulation of the database hopefully should not be possible.

Not only because of thiskind of "bug", but more because of the non present MySQL -support, we will do
anew compile of maildrop. The following instructions will show you how to do this.

If you prefer not to compile it by yourself you may freely use the precompiled package of the author.
The package was compiled on a Debian-Sarge Installation. Y ou can get the latest file from chimera.ch
[http://www.chimera.ch] too, where a amd64 package is also available.
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Chapter 1. Installation
1. Get the Sources

Eventually your sour ces. | i st needsto be updated according to your needs. When done go the dir-
ectory / usr/ sr ¢ and run the following commands. To make sure your package list has the latest in-
formation:

syscp ~ # apt-get update

When updated you can get the sources by running:

syscp ~ # apt-get source courier-nmaildrop

syscp ~ # apt-get build-dep courier-nmaildrop

First command gets the source of maildrop being stored in the directory /

usr/src/ courier-<versi on>. Second command makes sure all packages needed to compile
maildrop will be installed and configured.

2. Apply the Patch

Itstime to copy the patch into the directory / usr / sr c. The patch changes two elementary settingsin
the Courier-Maildrop-Package.

 Activation of MySQL support

* Removal of Code which prevents an error free operation with postfix

Y ou can find the patch here [http://www.syscp.org/wiki/docs/I| nstallation/config]. To apply the patch run
the following command in the directory / usr/ src

syscp ~ # patch -p0 < maildrop_mnysql - sarge. patch

There are two different patch files we might need.

2.1. maildrop_mysqgl-sarge.patch

This patch eliminates the problem with the environment-variables and also adjusts the rules-file for the
compile. The rule says that MySQL should be used and that users vmail and postfix must be accepted as
atrusted user. Otherwise maildrop will beignoring all inputs from postfix. This patch isfor all who
don't want to adjust the build-option manually.

2.2. maildrop-sarge.patch

This patch only changes the source of maildrop. Problems with environment-variables are not involved.
Therules-files for the build are not going to be changed. If you use this patch, all build-options must be
done manually, or maildrop will not function properly. This patch isfor al who have a deeper know-
ledge and who are able to adjust the build-options according to their needs.

3. Compile Maildrop
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Installation

Maildrop is now patched and ready to compile. To compile Courier-Maildrop run the following com-
mand in/ usr/src:

syscp ~ # apt-get source courier-maildrop -b
Since the sources are already present and unpacked, Debian will skip this step and starts with configure

followed by a compile. Unfortunately the whole Courier-system is compiled, not only maildrop. There-
fore we get more than one .deb-Files at the end.

4. Install Maildrop

Of course our maildrop aso hasto beinstalled. In the same directory as before/ usr / sr ¢ run the fol-
lowing command:

syscp ~ # dpkg -i courier-nmail drop<version>. deb

Additionally, after installation the system has to be informed not to upgrade in case of a apt-get upgrade
since we are using a patched package

syscp ~ # echo courier-nmaildrop hold | dpkg --set-selections
The hold-status can be switched by

syscp ~ # echo courier-maildrop install | dpkg --set-selections
To verify your settings use

syscp ~ # dpkg -1 courier-naildrop

Below is an example for an output, given by the above verification-command

Desi r ed=Unknown/ | nst al | / Renove/ Pur ge/ Hol d
| Status=Not/Installed/ Config-files/Unpacked/ Fail ed-config/Half-installed

| / Err?======(none)/ Hol d/ Rei nst - r equi r ed/ X=bot h- probl ens (Status, Err: uppercase===
[ |/ Name Ver si on Descri ption

+++4- = ==—===- === === =—=—

hi courier-maildr 0.47-4 Courier Mail Server - Mil delivery agent

Reading the first character will inform you about the status. Character h stands for hold and confirms
that this package is not being upgraded automatically.




Chapter 2. Configuration
1. Maildrop configurationfile

To avoid atermination with error code Signal 0x0B the configuration-file must be created now. Here
you find an example of atypical configuration file.

/etc/courier/mildropnysqgl.config

host nane | ocal host

socket [var/run/ nysql d/ nysql d. sock
por t 3306

dat abase syscp

dbuser syscp

dbpw SYSCPPASSWD

dbt abl e mai | _users

def aul t _ui dnunber 2000

default gid 2000

uid field emai

ui dnunber _field uid

gi dnunber _field gid

mai ldir _field mai | dir

honedi rectory field honedi r

qgquota field 100000000

#quota_field guot a

# unused for now, but needs to be a valid field.
mai | status_field post fi x

wher e_cl ause AND postfix ="Y

The privileges of thisfiles are recommended as 600. Keep in mind that it contains the password for sy-
scp.

2. Maildropscript

In order to give a detailed instruction of operation for maildrop we need thefile/

et c/ couri er/ mai | dr opr ¢ which contains these instructions. This script forwards the mail to the
virus-scanner or spam-filter and checks for results. Use the script from here [ht-
tp://www.syscp.de/wiki/docs/Installation/config/maildroprc] and adapt the configuration of it to your
needs:

/etcl/courier/maildroprc

[...]

#Confi guration

HERHHHHH T H T H R H R H R H R

# set this to 1 if you want to | og the usersetti ngs vor vscan, etc.
LOGUSERSETTI NGS=0

# Full path to the nmaildrop | og of each user
LOGFI LEPATH=$HOVE$DEFAULT/ n=i | dr op. | og

# Setting for SysCP nmil drop nodul e
USESYSCPSETTI NGS=0

# Basedir of your syscp installation
SYSCPBASEDI R="/ var / ww/ syscp"
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Configuration

# Default setting for the spanfilter
SPAVFI LTER=0

# use spant instead of the direct call to spanassassin
USESPAMC=1

# Default setting for the virusscan
VSCAN=0

# include userdefined filters into maildrop
USERFI LTER=0

# basedir of your userdefined filterfiles
MAI LFI LTERDI R="/ var/ kunden/ mai | filter"

# Only scan mails smaller than SCANSPAMSI ZE for spam
SCANSPAMSI ZE="2000000"

# Only scan nmails smaller than VSCANSI ZE for a virus
VSCANSI ZE="2000000"

[...]

Y ou may use the variable SPAMFI LTER for a default activity of the spam-filter, where avalue of 1 ac-
tivates and avalue of 0 deactivates the filter. Likewise the same applies to VSCAN which controls the
behaviour of the virus-scanner. In case the SysCP-module for maildrop is installed, the value of
USESYSCPSETTI NGS can be set to 1 to engage aretrieval for virus-scanner / spamfilter from the Sy-
SCP database.

3. Postfix - adjustments

To let postfix know, that mails are forwarded to maildrop instead of using the own virtual-daemon the
adjustments below need to be done. The value of the variablevi rt ual _t ransport will be switched
from virtual into maildrop

[ etc/ postfix/ min.cf

[...]
virtual _gid maps = nysql :/etc/postfix/mysql-virtual gid _maps. cf
#virtual _gid _maps = static: 2000

# use this for virtual delivery
#virtual _transport = virtual
# use this for mail drop-delivery
virtual transport = mail drop

#Mai | dr op- Opti ons for usage with mail drop
mai | drop_destination recipient Iimt =1
mai | drop_destination_concurrency limt =

[...]

Postfix also needs to know where exactly the target maildrop islocated. It will be done by an adjustment
of thefile/ et ¢/ post fi x/ mast er. cf. Theoriginal file should already contain an commented out
line for maildrop.

1

Please note the whitespaces in the second line. Postfix is quite sensitive regarding the syntax of nas-
ter.cf

Once again we also like to point out: Don't use Windows - Editors (e.g. Notepad.exe)

[ etc/ postfix/ master.cf




Configuration

[...]
mai | dr op uni x - n n - - pi
flags=R wuser=vmail argv=/usr/bin/ mail drop

[...]

pe
-d ${recipient}

4. Spamassassin

For installation and configuration of Spamassassin please refer to the countless HowTos you can find on
the Internet. For an operation with maildrop a default installation is sufficient. It is up to you, if you
prefer further filter, rules and plugins.

The current configuration here [http://www.syscp.org/wiki/docs/I nstallation/config/spamassassin] can be
chosen to operate either with spamc or spamassassin. If you have a close look into /

et c/ couri er/ mail dropr c you'll find xfilter-lines. Some users have reported that spamd will not
start. By default spamd is deactivated. Therefore it has to be activated. Once again asmall changeto a
configuration-file must be done.

In case you want to use maildrop in conjunction with spamc, the options have to be adjusted as well, be-
cause spamd must run as user vmail, otherwise no accessto the settingsin/ var / kunden/ mai | is
possible.

/et c/ defaul t/spanassassin

[...]

# Cﬁange to one to enabl e spanmd
ENABLED=1

[

# Def aul t options for use with spanmassassin
#OPTI ONS="--creat e-prefs --max-children 5 --hel per-honme-dir"

# My options for use with spant and mail drop
OPTI ONS="--create-prefs --max-children 5 -q -x -u vmail"

5. ClamAV

The only needed shell script for a cooperation with maildrop is as follows:
[ usr/ bin/clanmscan. sh

#!1/ bi n/ bash
# Created by Tom Wal sh, slimat al a.net
# slightly nodified by Wl fgang Ziegl er, nuppla at gnx. at

RUN=c| anscan
# Enable this line, if you are using the cl amav-daenon.
# RUN=cl andscan

#start

MSG=$(cat /proc/self/fd/0) # stdin -> $MSG

SCAN=$(echo "$MSG' | $RUN - --stdout --disable-sunmary)
EXI T="$2"

VI RUS=$(echo "$SCAN' | awk '{print $2}')
SUBJECT=$(echo "$MSG' | reformail -x Subject:)

if [ "$EXIT" == "1" ]; then
SUBJECT="'""'"'"VIRUS '' [$VIRUS] $SUBJECT"
MSG=$(echo "$MSG' | reformmil -i"X-Virus-Status: |NFECTED")

10
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Configuration

MSG=%(echo "$MSG' | reformail -i"Subject: $(echo "$SUBJECT")")
el se

M5G=$(echo "$MSG' | reformail -i"X-Virus-Status: CLEAN')

fi

echo " $MsG'

exit O

11



Chapter 3. SysCP-Modules for Maildrop
and Spamassassin

For being able to use the option "USESYSCPSETTI NGS" in the file maildroprc, at least the SysCP
Module for maildrop needs to be installed. If you would like to adjust the settings of spamassassin on
your SysCP frontend, the module SA-Settings can be recommended. Y ou can find it in our contribution -
forum [http://syscp-forum.org/index.php?board=35.0].

Although both modules are optimized for adual operation, they can work separately of course.

Basically just follow the install-instruction for both modules.

1. SysCP-Module Maildrop

Using this SysCP-module users can decide, if mails will be routed through the virus-scanner or the
spam-filter. Due to the law in some countries, which forbids any filtering without confirmation of the
user, it is advisable to switch the filter off by default and leave it to the customer itself.

2. SysCP-Module SA-Settings

Thismoduleis used to enable any adjustment of the Spamassassin-settings directly through the SysCP
Frontend. Spamassassin gets all settings from the SysCP-database. Thisis helpful, as you don't have to
change the configfile each time you want to adjust something. Furthermore all settings are possible for
each individual domains, and are not only available as aglobal context

12
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Appendix A. The last words
1. Credits

This HowTo was originally written by Philipp Haefelfinger and might be maintained by himself most
probably.

His"thanks alot" goes to some persons:

» Ron Brand for joining many times into discussions, and the English translation of thisHowTo.

» Martin Burchert for countless assistance on many topics

2. Disclaimer

This HowTo was written to the best of the authors knowledge. Although it will be maintained carefully,
the author cannot guarantee a 100% error free work. Useit at your own risc. The author can not be held
responsible for damage on hard/software due to the usage of this document. Feel free to distribute this
HowTo aslong as the Credits and Disclaimer will remain untouched.
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